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1
Decision/action requested

We ask SA3 to kindly consider including the additional Solution#X addressing KI#2 of TR 33.809.
2
Rationale
TR 33.809 contains multiple solutions that address KI#2 using public-key cryptography (PKC) to sign system information (SI). PKC ensures source authentication, e.g., that the SI belongs to a given base station. KI#2 also requires replay protection. This is achieved in multiple ways, e.g., by means of tight time synchronization between UEs and gNBs, e.g., in the order of 1 ms. However, in some settings, achieving tight time synchronization might be hard. This document describes a solution to KI#2 using PKC that does not require tight time synchronization, and yet guarantes that a MitM is not replaying the traffic. 
3
Detailed proposal
We ask SA3 to kindly consider including the following solution in TR 33.809 as an approach to fulfil KI#2 using PKC but without requiring tight time synchronization to avoid replay attacks.
**** START OF CHANGE 1 ****
6.X 
Solution #X: KI#2 with PKC-based and without tight time synchronization

6.X.1
Introduction

This solution addresses key Issue#2 "Security Protection of system information" by using public-key cryptography (PKC) to sign and verify system information. In this way, a UE has guarantees on the origin of the signed data. Key issue#2 also requires replay protection. This solution uses the cryptographic CRC solution (Solution #23) to verify that the messages that are being exchanged with the base station are not being replayed. This construction is proposed since this does not require tight time synchronization that might be difficult to achieve in some settings. 
6.X.2
Solution details
6.X.2.1
Requirements

The solution assumes the same PKC settings as in, e.g., Solution #7, including:

1. each base station gNB broadcasts signed system information (SI), 

2. K-SIGPrivate, the private key used to sign the SI, is specific to the Tracking area. Each gNB in the tracking area has it.

3. each UE has the required trust anchors to verify the received signed SI, including PK, the public-key required to verify a signature created with K-SIGPrivate.
This solution also requires replacing the CRC at MAC layer with the Cryptographic CRC (C-CRC) as described in Solution #23:

C-CRC = MessageAuthenticationCodeComputation(K, CRC|blockID)
  
where MessageAuthenticationCodeComputation() is a function that returns a 24 bit message authentication code, | indicates concatenation and blockID refers to a unique identifier identifying the Physical resource blocks (RBs), i.e., the time and frequency physical resources, used to transmit the data at MAC layer.
6.X.2.2
Protocol Operation

The protocol operation of this solution is depicted in Figure 6.X.2.2-1:
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Figure 6.X.2.2-1 – Protocol flow
The protocol flow is as follows:

1. gNB broadcasts system information signed with K-SIGPrivate. 

2. UE verifies the validity of the digital signature with PK, verifying the SI. Note that this includes verifying whether the certificate has not expired. The UE will select a gNB based on the received and verified SI. See Remark 1 in Section 6.X.2.3.

If the UE selects a given gNB to connect to the network, then the UE goes on with the standard communication flow as follows. See Remark 2 in Section 6.X.2.3. 

3. The UE generates symmetric-key K in a secure way. 

4. UE sends K to gNB in a secure way by encrypting it with the public key of gNB. See Remark 3 in Section 6.X.2.3.

5. gNB confirms reception of K by sending Hash(K). UE checks that the message contains the correct hash. If it does not receive this message or this message does not contain the proper value, the UE determines the presence of a MitM. If the value is correct, the UE verifies that the right gNB has received K.
Editor’s note: Alternatives and required properties of the protocol in steps 4 and 5 are for ffs.
6.    a. UE starts timer Ta after receiving message 5.

b. gNB starts timer Tb after sending message 5.

7.    a. UE activates C-CRC method using key K after receiving message 5.

b. gNB activates C-CRC method using key K after sending message 5.

8. Standard protocol flow but protected with C-CRC. See Remark 4 in Section 6.X.2.3.

9.   a. If Ta > Tmax and message 10 has not been sent by the UE, it decides that a MitM is present and proceeds to search another base station. See Remark 4 in Section 6.X.2.3.

b. If Tb > Tmax and message 10 has not been received by the gNB, it decides that a MitM is present and drops the communication. See Remark 4 in Section 6.X.2.3. 

10. Final message sent by the UE that serves as implicit confirmation that no-MitM has been detected.

11. a. UE deactivates the C-CRC method after sending message 10.

b. gNB deactivates the C-CRC method after receiving message 10.

12. Standard communication.

6.X.2.3
Clarifications regarding the protocol operation
The protocol operation described in Section 6.X.2.2 is clarified below by means of the following remarks:
· Remark 1: This relates to Step 2. Here, it is assumed that the certificate verification does not require tight time synchronization. For instance, if a certificate is valid for several weeks, then it is not required to have a time synchronization with an error of 1 milisecond.   
· Remark 2: a UE adquires MIB and SIB1 and signature and performs the signature verification in Step 2. We note that Steps 3, 4, and so on are only executed if a UE selects a base station. UE is in IDLE mode only till Step 2. 
· Remark 3: This relates to Step 4. The MitM does not have access to K since the MitM does not have K-SIGPrivate. Since the MitM does not have K, it cannot interfere with the authentication handshake (messages 4-5) and the MitM cannot compute the C-CRC correctly. This assumes that public-key, PK, can be used for both signature verification of the SI, as required in Step 2, and for public-key encryption (PKE), as required in Step 4. If the public-key for signature verification of Step 2 cannot be used for PKE, the certificate sent in the SIB should contain an additional gNB’s public-key for PKE in Step 4. 
Editor’s note: It is FFS if same keys or different keys are used
If a UE is in IDLE mode, then the UE does not share a common key with the base station and thus steps 3, 4, 5 are executed. If a UE is in INACTIVE mode, the UE already shares a key with the base station and Steps 3, 4, 5 can be skipped. The encryption algorithm in Step 4 might be based, e.g., on ECIES(PK, K).
Editor’s note: It is FFS to explain why this solution is required for INACTIVE state UEs.
· Remark 4: A specific instantation of Messages 4, 5, 8, and 10 is as follows: contents of Message 4 could be included in RRCSetupRequest; Message 5 could be included in RRCSetup; Messages 8 might include the NAS handshake (without modification); Message 10 could be NAS Security Mode Complete (without modifications). It is important to observe that the the normal communication flow goes on as usual, with the only difference that C-CRC is active. This message choice is only an example, and details can be defined during the normative phase with the only requirement that both uplink and downlink traffic needs to be involved (see Section 6.23.2.3). 

The C-CRC solution replaces the standard CRC at MAC layer in messages 8 and 10. This means that if there is a MitM forwarding, modifying, or injecting messages (in messages 8), those messages will be dropped by UE and/or gNB. Not receiving messages in Step 8 means that message 10 will not be sent/received either, since the previous messages are missing, and thus, the timers Ta and Tb will timeout, and the UE joining procedure will be dropped. Thus, this solution achives replay protection without requiring tight time synchronization.
The blockID used in the computation of the C-CRC should be unique to provide freshness. To this end, it can be constructed as follows
blockID = Frame | Subframe | Slot | Allocated_Resources_TIME | Allocated_Resources_Frequency

where | means concatenation and Allocated_Resources_Time and Allocated_Resources_Frequency determine the resources that are used for transmission in the given Frame/Subframe/Slot.

Since SFN has a period of 10.24 seconds, then this blockID construction sets a maximum value for Tmax. If Tmax is required to be longer, then a different blockID construction can be defined during normative phase.

· Remark 5 on backwards compatibility and downgrade attacks: In this solution, new UEs run the C-CRC for a limited amount of time. After step 10, UEs run the standard CRC. The activation of C-CRC is negotiated in Steps 4 and 5 and the backwards compatibility table is as follows:
	
	Legacy UE
	New UE

	Legacy gNB
	As currently done.
	Case nUE, lBS: UE learns from SIB and lack of signature that legacy BS does not support C-CRC. Thus, UE skips addition of E(PK, K) in message 4 and does not activate C-CRC. 

	New gNB
	Case lUE, nBS: Legacy UE does not look into signature since legacy UE does not know that field or new SIB is present. Legacy UE does not send E(PK, K) in message 4, and thus, gNB does not activate C-CRC and does not send Hash(K) in message 5.
	As in the description in the proposal


Note that such a negotiation protocol can be misused by an attacker to make a new UE think that it is talking to a legacy gNB. This can also happen in current solutions. 
Note that in some current solutions, a UE might think that it is communicating with a proper gNB in a secure way (source origin verification and replay attack of the received SIB messages) and be under a replay attack, i.e., a MitM might forward the traffic between the real UE and the real gNB. This solution instead checks the validity of the signed SI and then checks through the usage of the C-CRC whether a MitM is in place, i.e., forwarding traffic between the UE and the real gNB. 
6.X.3
Evaluation
Editor’s note: Applicability of the solution due to message sizes and performance in terms of bandwidth needs is ffs.
Editor’s note: evaluation to be added.
Editor’s note: FFS to explain why this solution is required.
Editor’s note: evaluation under the presence of repeaters is ffs.
**** END OF CHANGE 1 ****

